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(54) DIGITAL INTEGRATED CIRCUIT 

(57)Abstract: 

PROBLEM TO BE SOLVED: To securely stop secret 
data from being accessed from outside and to easily 
perform reliable inspection at the time of a test by 
providing a control means which disables the external 
access to a specific storage area when specific data are 
written from outside. 

SOLUTION: A ROM 15 stores fixed data such as open 
key data and programs. A RAM 16 provides an I/F area 
and a computing operation area for data communication 
with an external computer. Further, an EEPROM 17 
functions to rewrite data different for every device and 
store data without a battery. Then a security circuit 21 
as a control means performs control when certain 
specific data are inputted so that the area where secret 
data of each circuit part are written can not be 
accessed from outside. Before the specific data are 
inputted, respective circuit parts can freely be accessed 
from outside and a test can easily be conducted. 
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[»*fi3l MEMMStt. mew*?'— 
^l[Hl/dtt^rBg7 , <Cl7>'^'f A^y 20 

srftiB ut*« t zwmb-rzm 1 Ett 

T#±x.tt"Ib-tZ>1tit><Dtii*>&K±-tZ b b 

?m&-m I,**-*! b-fz>m$mb ZMffivxtaz 

imb-fzn&m 1 f£*cox v^i-<IM«E]Sg„ 

<g«~-<Dfl.8P*»ib cor * -fc x «r^F«r t i" -5 HxDiUti 
S^vt> WIE^*y<7)»#iA^^-^ffiSr##iA 

\sr—$ ^m^tati-rz ^b&fflmtz-y— b^&£ 40 

)EE»»««>r Kux -6 b . 
*#iA*^® 1 <offitgSB£, 
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1 Winn? i S9i\4(8m%* 
ffl^^co^^^ COT j> -fe ^ t-T -5 fc^cotH^?^ 

nm^^Rvm^tn^mc^m^wMb, =f—$<n 
mzf-mi-co&fr^mtemi&b, fmfrb<o7?±x&?p 
*it£ffim<ft%£.ffimb fciw-s r £ £-<*-•£»# 

i?ft\zm±£tix^z>~b&®mb-rzm&igi 

[0001] 

9/^f—9 &f>mfrb7 f-txTFsimc&m'rzzri?? 
[0002] 

[^cog^tff] p^pco«tp{^ mzj&fWflsf— 9\z. 

y X^^HfT-rsfc^co^n^^A^— ^^coi 

-So 

[0 0 0 3] Z(DW&. y*i?*/\4&IK®9&\aL ^<Dfo 
[0004] r (Oa^T 5 v^^yl^SBlIK^feVNT 

[0 0 0 5] -(Dtifr. ±IELfci:5^. rt^^^yf- 

[0006] ii^. L S I (Large Scale Integrated c 
ircuit) M^^COm^n. LSIf^^-^tffft 

Tl/^o L S I f*9§rf$G0R AM (Random Access Me 

tnory) (O^T^. -5r^T K^i-»oT»#ii-^t 
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[00 07] r <Dtz#>\a±. L S I (D^&w^m^ 
-K^S-T^i:, RAMC7XT KU*^i^~*ST- 

[0 0 0 8] — ^^^T^ir^^^ir^^^p 
^a>P|*»^^ft6[H]3S^-oV>r^ LSI F*9£ft 

[0 0 0 9] ~CD£5l-, «fW^LSI^» 

[0 0 10] ggr^^\ loioWLS I 

ft, S>5v^i-€r(OLS I £*g«tLfclolotD«§g@K: 

Wttf*WPp7 - 4 5 7 8 
^^tV-5ct5(-> LS I ftfc^V^^i^g§S^^5T ^ — 
[ooii] ::t\ t£*-en W^fiWHR* 5-75 
5 9 7#a«*K**n«J:5ft, Bff«LSIC^ 

Sriagi-ay^ygBt* r(D/^ey«B^?>Sc^ai^s 

<D3^ fflMSFBSrlll^-ariciMWrs £ 5 tc Ufc h<DXh 
[0 0 12] L^LWSfe. rw^SLSICt' 

nmv>&m#;mc$>\,^x^ mht^mmx^* v*— k 

[0 0 13] 
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5F^r*i:«aJ:5tefl»f*Jtti:, aBftB^-r* hS:* 

•So 

[0014] rcoaSM»l±ffi*«S:%l8:bTft 
[0 0 15] 

20 [0016] ±sEtf><fc 5 telftfctc Jijfttf. *SW>e>«H£ 

««fc**r^SB*^r^-fe^^ri6-c&sfc*, {rati* 

[0 0 17] 

o^flt^t^f^yns 1 ^3^1 o<7>^ 

fli^^^^—^^lhUT^S*!*! 0 a CtD* 
i*l 0 a36*e>38Uli-«a8R(Dy — Y\ 0 b fc^5>«fifc$ 

[0018] @in ±m¥mfcmi 1 1 tciBOLZtiit 

=&fficoiaJ3S^bTV^So *~f. ^7^0812 
[0019] *fc> M /F (Inter/Face) 1 

3ti, fv^^/HS I f 7^1 o^s^btifcia 

x-^Tfe'So r^T^^ h I /FdJSgl 3fi, ^>t^ 
-^HlBi^7Kl/^7-!5', ^yZf±U^ biB 
fCS, S # * - y/Hf ^-W E R Xfm3+\ti L Y ^ 

50 fUV^o 
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[00 20] 3 V h cz— /KhISS 1 4 fl fitf/loL S I 
Mffl£ff#oT^<5 0 ROM (Read Only Memory) 1 5 

tv^5, rami 6n '^aja^tr*— $k<D=f— *m 

[00 2 1] £ E E P (Electrically Erasable 

and Programmable) ROM1 711 HHSttfcftftS^— 

ttHESr^LTV^^o ALU (Arithmetic Logical Unit 
) 18(1 &Wk<Dt£ft<Dfflm*i:ftK5ti&l(»W 

[0 0 2 2] v 1 * h0Kl 911 ^SfBA^J*^^ 

^LS I ^~y~f\ 0(D^U^h^U^^m\^ 

sna4!WHiaf*«#i n i Tics-^^T. &wam& 

[o o 2 3] J t*=.])*r4m&2 l n s#Wfi 20 

[0 0 2 4] B2fi ±15** h I/FlilBl 3&UH? 
*n.y -7VIUSS2 1(7>I^*^^UTV^^ 0 i-/^Jp 
h I/FSKl 3^^tU^^^##^7-~ 
^WDATAfl ir^rrz. y^^[p]K2 lCO^^^AR 30 
OM2 2CO«#ii^7 f — ^A*S^«jp&**tTV^Sc 

[0 0 2 5] :^^^AROM2 2fl lft»t<75 

(D^Tjk-f-) CO EX (exclusive) ;^~T[ID2§2 3 CO — 
[0 0 2 6] :iX^EXt/[ilK2 3 coffcfrcoA^®- 

n ^@^tt<oy^y 2 4icietft*;h,fcBj£7 f — 

*&£*bTV^ 0 me>EX^-TlHlK2 3CO#ffl^H 40 

[0 0 2 7] r<OEX*-T[E]3g2 3, ^TIU 

SS2 4 ( RL*7y y:/7n;/:/igK2 6(1 7^>fAR 

OM2 2l-S£i£S*bfc7 f --*i:. ^y 2 4i-f£t§£ 

^I^f-^tO- &S:*]Si]LTU^o tLT, Pit* 
— gfcLTl^5*£Hc:. L (Low) l^yw^* 

[0 0 2 8] KOr^Xx- 7:/ K 50 
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EK2 7fc4l6»*ftT, M/FEWSl 3a*e>tttfj 

3gl 3<7>7 K^73- ^2 8*>5>a*^ttS»4^ 

V KUDSS 2 7 <Dttit)tK Vls^^i AROM2 2<0#£iA 

[0 0 2 9] 0 2 ld^-rflf^^*3 v ^T. Xv^A' 
LS \<f-y-f\ 0 0>»ifi»O«3lE«Ffctt, !7^^^R 
OM2 2fctt(ST'b7 f — ^AWiiStb-Cfefe-f. ^^y 

n- y 7^0B&2 lj&*£>n H (High) i/NWr^^ 

[0 0 30] *»a>fe*[§BW^a s &* 
f:/cU yy^AROM2 2il —My 5 — 

[0 0 3 l]7^ WTLfci, ^(D^m^^^ 

F EHfe 1 3 fcfr L/T\ AROM2 2 (d % ^y 

£*£iMi>o i~3<h. yy^^AROM2 2(-##iA4 
fttz.T*—?b, y^ey 2 4<DB>£t-'— * k&— $ctZ><D 
X\ y-r ^[ElSg 2 ltf^Jl L W</UG9^> 

[0 0 3 2] rco^Til 7^/HSIf^^l0 

T\ rCD<fc 5icy^^AROM2 2M, /^|i2 4iC 
fSlt^ftTv^B^— * £ Rl Wtt^^-^^S^ 
&tift,%b^ y V^-f AROM2 2 0rt§(ii##i5 

rim^v^ exa. 7^^Hif(j:Li/ 

[0 0 3 3] 0 311 _b|BLfcr f >r^^— ^A-fs^£rf§ 

■r-flll»2lWl 7y^^AROM2 2ICftiTEE 
PROM2 9 2SK»£*vr^5« ^LT, h I /F 

mKi 3^e>a^$tts*#5i^x— ^wdataj&s. 

EEPROM2 9tO##jA^T f -^A^«-^^nT 
[0 0 3 4] *fc. _bfB^y y^o^^ElK2 6^^> 

3 ^^a^j az^-r ^-yMtfwE t s 

h I /FlHlSSl 3(7)7 K^f^-^2 8^m^f*iX 

7VK0K2 7(Offl^ EEPROM2 9Wf^ 
^ ^VHBJ c#t|& £ tit v > -5 0 
[0 0 3 5] &h\C EE PROM2 9coSc^aib7 f — 
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So 

[0 0 3 6] ^LT. ty'7 e ^n^^ > [ElSg2 6^>&tU 

**kffl;fcS;ft5R*ttlL>f.*-- >Oufg-5§-RE fc. h 
I/FIeB&I 3CDT FV^f^- ^2 8^?>Ui**ixS 

*4(Of^^w Ht*cs4tfcWffll«|Lt4r 

[0 0 3 7] 0 3fc*T«*l£*5VvT. ^^>-t°^- 
^ICtott^ra.y -7VIU3&2 1 <£>E E P ROM2 9 

^r-^?:f§^o ~rS£. EEPROM2 9{:f 
Si&SihJfc?*— 2 4<0B£7 f — ft 
-TStf>T\ ir^f-^y ^^Ie13S2 I3&>?>tt. Ll/-</Wf 

[0 0 3 8] ^(7)J:5^LT, Tjm^—'fjxJm^fr— 
EEPROM29 C7}## L U-<M^ 

[00 39] £fc. 7^ ^ufg^s— 0_ L 

^>77r30^ :7Vwffi»s L 5 cot, jy. 

1ft, EEPROM2 gjS^R^fflSixfcWjeT 5 — *35SR 
^fcti Lr- ^RDATA £HS£9 W £ ;Jvkl/ ^ cfc 

[0 0 4 0] — *\ f^/HS I ^yZfl 0<oWk\& 
'&<D"r* hB#(Cf;£ x EEPROM2 9UiWt>f^^ 
*#j££*xT^#VVD-e, EE PROM 2 9«?7« ^ t 
2 4^IEit^ntc@^— ^ir(i— ftiirr, t-V 

[0 0 4 1] ~<7}fctf>. iebfcfW^— 
^-efc^tf, EEPROM2 9 (C^fLTs ^SW^^x 
— ^<^»#ii^XtJ 5 K^ttlLdS-5rigt*t). EE PRO 
M2 9<d^x hfc2i*l;rfTtt5-2:3&s-C#5o 

[004 2] m 3 iC^ Lfctft/Sl^V E E P 

ROM2 9^f"^t#ii^^feotH [s]— 

So 

[0043] 0 411. iteL/cx^^^— -f/^m^m 

^ra!if>rlHlK2lWl !7 y^^AROM 2 2-^E E 
PROM 2 9{Cftx_~C\ U'J*? 3 2*SKiI£iVC^ 

So :^i/^x^3 2it ^(DT-'-^A^^^tBb 
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T"' — ^RDATAC06i^7^ ^{^ScM^^ts ^<D"f— $ 
W*iB*SEX*rEK2 3^*<OArt«fc^**vr 
V^So 2<0^a J y^A^J*t-fi. 
«]MW2 0^?)^^^^ hn^7lf^M$ 
tl/T^So 

[0 0 4 4] Sfc. -fe^r^y v">flElK2 1 (dfL a^^/ 

tt, ^ h I/FlllKl 3^feUi*$tbS»*ii^^ 
-7yHI§WE, R*HJW^-7*;H8»RE, « 1 75 
10 S»3CD^iy^-feU^ hflfCS 1~CS 3t, 7 I) y 

^d^^k 2 6 a^m^ns^ ^^-y^Mt^ 

-Svvf, MEEEPROM17lcat6, ^r/izU* 
Ma^CS, S#iA^^^VHs^WES^K^tt}b 

://Hf #R E LTV^o 
[0 0 4 5] ft**. rtDEEPROMl 7 tt, 

iA^T-*— * A77ffi^S £ iA^-v"" ^ WD A T A CDfci£ 9 

-r^icg^^n. ■e^K^au^— ^m^«^ s K^.fctiL 

20 [004 6] ££>{C, •fe^n.yv 1 >rlHl3S2 ltt. EEP 
ROM1 7<DWfe<OT FUXA 1 &^fe1rZ>tz#><DT K 

coy^y 3 4K*#&3:ftrt:7 K^f-*h H 

1 /FEBSl 3^?>ttl^^ttSTfi:T KW-^t 

W-EEPROMl 7lC^*xaj;5l-ftoT^« 0 
[0 0 4 7] ±fSn^7^[UB&3 3m cs 

£B7J=CS 1+CS2+CS 3 +%}mt'<si'X<0'<— . 
WEtH*= (CS1+CS2*t^^-^MI^+C 
30 S3*r^^^"^WI^) *A^/WE, REtH77 = 
(CSl+CS2 + CS3*rV^-7 f ;Wit) *A 

J: ^s^-irW Mf^CS, ^A- 
ft WE&U^^iU ^VHf ^R E fc-frh^ft^. 

/SLT^So 

[0 0 4 8] @4lOTt«^B>T, SSfitie^^'T 1 ^ 
h^C?^blHlSS2 0\mmitm^m^r I N I TS:«» 

^^-TSo -rsi. 3 5fi ^^y34W 

40 4^!etg£*vT^ST K^r-^ 

255EEPROM1 7i^^n^)o 
[0 0 4 9] wCD^T^i, ^^hl/FEIJSl 

3 36^a^$tuS*#ji^^—^yi^^WEtK^ffi 

fCS 1-CS 3ti^T-fe^. ^yy^nj/^lHlK 

2 6^^ffi77$nST-V^^^ ^Vl>fI^iHU"<yui:>i 

^7^01^3 3/5^11 HU-</uco^7^irU^ hft 
50 ^ML-f-*— 3//l^5^m/j$ttS 0 
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[00 5 0] rcofctf). EEPROM17I1 7K^ 

MtiN i Twffa»asfltjhS*LSi, *a»HMEB&2 o 

^*SJ8***US^"C. BSWULt 5 — *RDATAcofci£ 

[0 0 5 2] rco»£\ i/^^3 2^7 7f^fcr 
4co@£:r~^ii-§t^ 7J;!/P p 7o 2 /^ThBS2 

A=CS"1+CS2 + CS3, WEH1A= (CS1 + C 20 
S2 + CS3) *A^JWE. REtB^= (CSHCS 
2 + CS3) *A*REt^c o^^'EEPROM 

[0 0 5 3] rco:RJ&-C\ EEPROM17(07K^ 
Al^ ;*^y 2 4lCfSig£;ft/0^g5£^~ ^iFIC 
»D»£r~*£»#i&3K Wft. «!89HUeWS2 Oid^f 
LTfflfflfl«*«#*tt»b-CfltJJ:*1irSo fat. ^ 
fftt. EEPROM1 7 COT KU^Al^|Eti^ttTV> 
SW^—***^;** 3 2(C7 7f^tl^r(f:^ 30 

[0 0 5 4] ~<Db$, p^^@»3 3TI1 J^StO 
CStt}^=CSl+CS2+CS3, WEtti^? 
= CS1*A^WE, RE^= (CSHCS2) * 
A#REi#5 0 EEPROM17CTU ^ 

yttu? hff-^CS l TWJfeSilxSfWEfcov^** 

■5Ttgt U ^y^-feu^ hff^CS3^S£*b<51§« 40 

[00 55] i5 (a) EE PROM 1 7(D7^t 

T, t^hl/FlHlKl 3t«^fcf ^^t^ h 

[0 0 5 6] *»a>«»t£nfcr ku*»cS^ 

vvf. M /Filial 3 ^*EJ&£ftjzJ3-y-?^\s2 50 
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ftT KWU-K^Vvf, *X h I/FIhJ&1 3T^^ 
frfc^^irl^ HS*CS3-eie3eStbS«WT?tt, 

[0 0 5 7] ^LT, mjffi/^-y 3 4lc*#iAS*va^ 

T K^A 1 tlSr^ t HCWftf-^S:* 

b T ^ ir ^ ^ ^Tffifd-T * n fc 5 0 
[00 58] I(OJ:5^EEPROM1 7(7)7^ir^ 

^n^7A*S:*#iitfni:dS*a-efcao EE 

promi 7<Dnt&mu*itmma* % ^mmir-?m 
[0059] ^co^r^^^-^^^ m^swe 

i*457-^i, aHMB-ttlBIHlCi:**^— 
£>9, SfO)?- @l^Lf:ROM15^ 
i^trr irfc"srl6"efeS^ EE PROM1 7<or^irx 

[0 0 6 0] fciffc&tf, ROM1 5fcl##iAA/fa§ 
-8\ EE PROMI 7<DT FUXAllzW^J&Ast^Wfe 

LTfBlg£;tVCLJ=5 t. ROM15^»b7^t 

[00 6 1] ^tUC^fU EE PROMI 7 COT ^ir^ 

<. EEPROMl 7tor^ir^fgffi*Jc:##ji^ 

[0 0 6 2] MS (b) t'^/^L S I ^y-y\ 0 
toRAMl 6(^)7^txf«^LTV^ 0 :<Z)RA 
M16i^Lt^ EEPROMUcOt^i^fc 

y^-tu? hff-^CS i +2T-ig^4x5^36^(Or 
[0 0 6 31 -tUT, -W^Ltf, wOORAMl 6COgc^ffi 

u##a*^rtEW*tt. ^se ^ cot-- 9 mmm& t lt 
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[0 0 6 4] 0 611 ^^9^^Haffll^*5itS. ^<D 

^♦^iAtfl/^^ 1 2 c <K X^^Vt/A-cD^— K£; 

2 d^r, ^ ^ v://u[e] 
J&l 2 «^r-^ i^v^^ ^ 1 

2 e i£^A/T:V><5 0 10 
[0 0 6 5] Sfc, 3^ ha— vMhB&I 411. -fef*^A- 
Hat, ffr^l/v^ 14bh T FV^i 
£3§1 4 c iSr&A/T?i^a 0 £<bl^ Hf^fi?^<ofctf> 
<0#*SI^-C*>5ALU1 8tt N T^hXsi/^ 18a 
fc. a^U-v*** 18bt, «*SFB1 8 c b^hTQ^ 

[0 0 6 6] 9\W^^>. 3 V hn- yUlHlSSl 4<D$\^U 
1 0 eD#E]&£Sfifrra o ^ll^rf * ^ 5 >-^/U^r— COft? 20 
4 blc»#&£ft5 0 

[0 0 6 7] nyhn-ME]iKl4il RAM 1 6 CD$j£ 
-§#f^S:ALU 1 8<7)A^t-^^ 1 8 a 

tfo -r^t> alui8^i^ m^^^^i 

1 8 b(07"^^7/H/^^ 1 4 a {Ci^iA^s 

V^/UlHlKl 2COU^^ 1 2 clcS^iitfi:^ 
p-^g^a^^^^frT^o fmfrb<7>fafrmFr& 30 

[0 0 6 8] 7^^/H S I J-yrfl OtDSilt^ 

^zf/um&i 2&"r* b-tzw&\a^ ^^hi/FiHi 

3o 40 
[0 0 6 9] %:<n>'&, IRtDXp^^/U*— 
1 2 c fc*#i£* % <S<7>£L£x-* SrA*^-^ t tr 

[0 0 7 0] I1T\ ^ ^ 7 V://He]5& 1 2 CO W v?* ^ 
12 c, ^Vha— /HhI^I 4COif^^/UU^^ 1 4 50 
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a RXIA L U 1 8 C7>HU^7 l^'V* ^ 1 8 b SB*^ 
X^12c, 14 a, 1 8 b<DftS^^^T^1r;* 
[007 1] ±ieL/cir^r^-y x^lE]SS2 1 Wot, 

L W<vW(E>i:# % _h|eUi/X^ 1 2 c, 14 a, 18b 
T\ y"xh&mM^?fte?^t&X%, L^fcSfB^- 

[0 0 7 2] 

[01] r(7>^fC#^^^/l^^[El^^5S(7>^ 
[0 2] K^(?>l^tcfelt5S«<0^&*^^ r c2y 
[0 3] ra««»l»K»lt*^<OttO«S:*-t^n 
[04] Kiafe(^^lc4oJtSSfflco$bf^co^J^ 

[05] m^m<7>mm\z&rt&?t*y<DT?-zxffl&& 
[0 6] mmm<^mic&rtzx?7>'7/i'mittmw 
[07] laseiiWBtt^ioJta^^/uLs i 
[^-5§-tf>tft93] 

1 0- ^v^/H- S I 
1 1 

1 2 ■■^^^V^/HU^ 

1 3- h I /FlHl&g. 

1 4.- r3>- ha— yU[p]gS, 

1 5 - ROM. 

1 6 - RAM, 

1 7 — EE PROM. 

1 8- -ALU, 

1 9 - J rX hlElSg. 

2 0---«MRftfK. 

2 l--*fe^^y-r-YlHl^ 
2 2-!7y^ixROM, 
2 3-EXt7IUK, 
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13 

2 4 — **!/. 
2 

2 7»'7yKB», 
2 9 — EEPROM. 

imi] 
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3 0 -'3^— h^<y7T. 

3 1-ry Kings. 

3 2- "1/'^^ 

3 3-n^^0l 

3 4»-^*y, 

3 5- 
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